Extend your back-end integrations securely to partners and
developers.

Extending access via APIs to your back-end integrations empower
your partners and developer community to create new business value,
technical value, and customer experiences for your products and
offerings. Spur innovations where a number of technologies are
combined to create something new, for example, extending the ability
apply for loan pre-approvals that can be used within apps that search
for cars or real estate. To do this, you must first create the back-end
integrations, which combine data from existing core systems,
disparate assets, or SaaS services with the ability to send critical data
between systems reliably. Second, you need to provide APIs to your
back-end integrations that secure access and apply rate limits.

In this tutorial, you learn how to deploy an app integration flow that
takes data from one source and sends it to a message queue for
reliable delivery. Then, you expose this integration as a rate-limited
API secured by a key and secret. This integration flow is

deployed quickly and easily as an independent, auto-scalable
microservice running on containers. By using RedHat OpenShift as a
foundation.

In this tutorial, you will explore the following key capabilities:

Explore multiple integration capabilities within a single platform.
Create a queue using MQ Console

Create an integration flow between a public cloud service and on-prem
message queue.

Deploy the integration flow as a microservice using Helm.

Provide access to the integration flow as a secure API.

Explore Operations Dashboard for APIC, IBM MQ and App Connect
Enterprise.

Task 1 - Start the Environment
As this is a new deployment of the Cloud Pak for Integration, you must
execute some steps to prepare the environment. Initial setup steps



are only needed for a fresh installation of the platform. They do not
need to be repeated.
All work for this lab is done on the Developer Machine. Open
the developer Machine VM by clicking the tile.
1. If the environment is already up and running when you open your
reservation link, skip to step 3. If it is not running, continue to step 2.

2. Click the Run VM(s) button as shown below to start the virtual machine

environment that is used for this lab.
e [ 8 0 snvomonsa:

# cephd  nfs

] n e o
P
* TEDRAN  STOMASE  LCESE NETERSD
4an- 13068 = o~
# 4: 8 0 x A

3. Once the virtual machine has started, click the desktop Machine tile to
start your lab exercise.



I Running Il B ¢) roe

v/ desktop Vi
Endpoints: 2 (admin - 10.0.0.9)

METERED RAM STORAGE LICENSE
8GB ~ 30 GB --

Ao o [4o = X

4. Log in as user ibmuser, password engageibm
Task 2 - Configure Message Queue (MQ) to Authorize and Accept Data.
As this is a brand-new deployment of the Cloud Pak for Integration, all
instances of integrations, message queues, and event streams are
deployed as microservices. We need to authorize the Message Queue
service to accept incoming data from the integration running on a
separate server.



Cloud Pak for Integration provides a single solution for all of your
enterprise integration needs. The platform provides a comprehensive
set of industry-leading capabilities. Use any of them on their own or
together through a single interface. Create, manage, and monitor all of
your integrations across SaaS applications, messaging, streams, APIs,
high-speed transfer, and more.
Unlock the power of your data and support the scale required for all of
your integration and digital transformation initiatives.

1. Click the IBM Cloud Pak for Integration bookmark in the bookmarks bar

at the top.

2 C @
O cpenshift console | X Clowd Pak Platform Nav

2. The login screen for IBM Cloud Pak might be displayed, you don't need to
enter username: admin and Password: passwOrd. Click log in.



§ Dashboards - Red Hat IBM Cloud Pak % IBM Cloud Pak for Integ...

IBM Cloud Pak

Fast. Flexible.
Intelligent. Open. \
Enterprise-grade. :

Log in to your account

3. After logging in, the Cloud Pak for Integration home page is loaded. From
here you are able to navigate to all the integration and development
technology contained within the platform. Today, this technology
includes: API Connect, App Connect integration, Aspera, DataPower,

Event Streams, MQ, Tracing and Asset Repo . Click the View Instances
link.



G D

ashboards - Red Hat 1BM Cloud Pak % IBM Cloud Pak for Integ

Welcome to IBM Cloud Pak for Integration

Let's get you going!

Creats instance | -

API Connec

Kl

MQ

Task 3 - Creating a queue in MQ
This task covers administering and creating a new queue in MQ. MQ
for Cloud Pak for Integration has a Web GUI, which the Integration
Developer, with security authorization, will be able to manage the
different MQ objects (queues, channels, topics and so on)
1. Click in View Instances and then menu, mg-1, instance to open MQ
console.



Welcame 1o 18M Cloud Pak foe Sstegration
Let's get you going!

You might receive a warning message. Click Advance.

& Dashboards - Red Hat IBM Cloud Pak % IBM Cloud Pak for Integ

1 Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to mq-1-lbm-mq-web-mq.apps.demo.ibmdte.net. If you
visit this site, attackers could try to steal information like your passwords, emails, or credit card details.

Go Back (Recommended) Advanced...

Click Accept the Risk and Continue in the Firefox browser. Click
the Proceed (unsafe) link in the Chrome browser.



§ Dashboards - Red Hat ... 1BM Cloud Pak & IBM Cloud Pak for Integ...

1 Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to mq-1-ibm-mq-web-mq.apps.demo.ibmdte.net. If you
visit this site, attackers could try to steal information like your passwords, emails, or credit card details.

earn more

Websites prove their identity via certificates. Firefox does not trust this site because it uses a certificate
that is not valid for mq-1-ibm-mq-web-mq.apps.demo.ibmdte.net. The certificate is only valid for icp-
proxy.apps.demo.ibmdte.net

Error code: MOZILLA_PKIX_ERROR_SELF_SIGNED _CERT

Accept the Risk and Continue

2. You see the MQ Console and MQ server running as mq. You can add more
widgets for more information on MQ objects, click Add Widget button.



1BM Cloud Pak % IBM Cloud Pak for Integ

Local Queue Managers

A Name Status

@ Running

3. In the window, you can select the Queues widget.



Add a new widget

Local Queue Managers Manage local queue managers

Chart Monitor your MQ platform

Add a widget to display MQ object information for the specified queue manager
Queue manager:

mq -

onfigure destinations for messages

_ Administrative objects for assigning attributes to
Topics )
topics

Listeners Configure processes to accept network requests
Channels Queue manager communication paths
Client-connection Channels Client connectivity details
Authentication Information Configure authentication mechanisms
Subscriptions Configure how subscriptions to topics are handled

Channel Authentication Records Control access to channels

Close

4. You see the queues window.You see queue names, type and queue
depth. Click Create (+) to create a queue.



Queues on mq c & X

Create @
A Name Queue type Queue depth
AMQ.5E736320210B6405 Local 0
Total: 1 Last updated: 8:01:45 PM

5. Enter the queue name: ORDERS (this is case-sensitive). Here you are
able to create Local, Remote, Alias and Model queue. In our lab
check Local.



Create a Queue

Queue name: * ) /—\
ORDERS| __4\1 )

Queue type:

(@) Local () Remote () Alias () Model

6. Look at Queues on mq window and check the queue created (Local and
Queue depth).



Local Queue Managers F X Queues on mq % X

A Name Status A Name Queue type Queue depth
@® Running AMQ.5E736320210B6405 Local 13

ORDERS Loca 0 |

7. You need additional information about the MO connection, click the
“Hamburger” menu and then select Cloud Pak Foundation .
Note: You can navigate using the Hamburger Menu or View Instances in
the Cloud Pak Navigator page



G openshit consale N Cloud Pak Platform Nav.

Walcome to 1BM Cloud Pak for Integration
Let's get you going! j
~

e
5
(<

Coe st Ve i
API Connect App Connect Aspel Dat vl
E MO Tracing Asset Repositon

8. Open “Hambuger” menu again and select Administer->Helm
Repositories)

.
O cpenshift conscle N Clowd Pai Platform Nav.

9. On the Helm Releases page, type mq in the search box. The search finds
mq helm releases. Click the line of mg-1.



10. Scroll down to the bottom of the page and check the MQ
connection. You see the host address: mg-1-ibm-mq.mq.svc and the

port 1414. App Connect Enterprise will use a mg connection client
formg-1.

$ Dashboards - Red Hat I1BM Cloud Pak 5 IBM Cloud Pak for Integ,

= [BMCloud Pak

9443/TCP1414/TCP 17d

ServiceAccount

Name

StatefulSet

Desired Current Age

Task 4 - Configuring the app integration flow

This task covers opening and examining an application integration flow
in the IBM App Connect Enterprise Toolkit. With the Toolkit you can
build powerful and complex integration applications, services, and




APIs quickly and easily using a visual designer. Your integration
solutions can be directly deployed to the Cloud Pak for Integration on
IBM Cloud Pak running on-premise, in any cloud, or combinations of
both.

1. Inthe desktop click the right mouse to open a terminal window.

New Folder

Select All

(¥ Keep aligned
Organize Desktop by Name
Change Background

Open Terminal

2. In the terminal window, type ace toolkit to open the App Connect
Enterprise Toolkit.
(

ibmuser@developer:~

File Edit View Search Terminal Help
[ibmuser@developer ~]$ ace toolkltl

3. In the Workspace Launcher window, choose the workspace

/home/student/IBM/ACET11/workspace/ace-apic.Verify the path routes
to the folder: ace-apic. Click OK.



Workspace Launcher - X

Select a workspace

IBM App Connect Enterprise Toolkit stores your projects in a folder called a workspace.
Choose a workspace folder to use for this session.

L[S0 = B/home/ibmuser/IBM/ACET 11/workspace/ace-apic - Browse...

|| Use this as the default and do not ask again

Cancel OK

4. The toolkit opens the project. To view the integration flow that you
deploy, click orders -> Resources -> Subflows -> getOrder.subflow
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5.

[N

SIS

Check the MQ node by clicking the MQ Output
Node. Click Properties and select Basic, If necessary type the queue
name (you created in MQ Task) ORDERS .

. You have configured the queue name. You need to configure how the App

Connect Enterprise server connects to the MQ server. Click MQ
Connection.
Obs: All parameters are case-sensitive.

. Select the MQ connection tab. App Connect Enterprise uses a mq client

connection. Select MQ client connection properties

. Type Destination queue manager name: mq

Type Queue manager host name: mq-1-ibm-mq.mq.svc
Type port number: 1414

Type Channel name: SYSTEM.DEF.SVRCONN

If necessary Save the flow.
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8. Type the name of BAR file: orders and click Finish. App Connect
Enterprise is creating an empty BAR file




New BAR file
Create a new BAR file -
Create a new BAR file resource - é
Container; = [=la4ilEH v | New...
Folder: <default> Browse...
Name: orders
1
@ Cancel Finish

9. You need to configure which artifacts are compiled in the BAR file.
Check orders and check Compile and in-line resources, then click
the Build and Save button. A pop-up window displays “Operation
completed successfully.” Click OK.



Integration Development - /BARfiles/orders.bar - IBM App Connect Enterprise Toolkit - /home/ibmuser/IBM/ACET11/workspace/ace-apic - &8 X
File Edit Navigate Search Project Run Window Help

#7 orders.bar -> BARfiles/order:

» & Independent Resources

D@ # £ B~ 0~Qv Vv H~HJAreove~ % | [ Integration Development

[, Applica 82 Ll - | New..Order.subflow i *orders.bar £2 = (=
IR < Prepare

Application Develop Ny, Select deploy r to include in the BAR

» [N orders Deployable Resources Build Options

~ 4 BARs

. + Compile and in-line resources
Select an application to package all its contained resources. Resources within an application are isolated from other

applications. + Remove contents of the archive befo

+ Override confiqurable property value:

Add workspace project source files

) Applications, shared libraries, services, and REST APls
Policies

Message flows, static libraries and other message flow dependencies

Textfilter:  type filter text

% ERT irs

» (v T orders

2Int 1 - Prepare Manage |User Log Service Log

[T Properties &3

-
« Integration Servers ‘

&3 Integration Nodes
Properties are not available.

Task 5 - Deploy Integration BAR file as containers.
In this task, you deploy a BAR file in App Connect Enterprise
Dashboard.
1. Click the bookmark bar Cloud Pak Platform Navigator in the browser.
Click Skip Welcome , Open View instances



Welcome to IBM Cloud Pak for Integration

Let's get you going!

2. Click ace-1 link to open App Connect Enterprise Dashboard.

Vielcome to [BM Cloud Pak for Integration

Let's get you going!

© © 0o © © © © © © o

3. In the App Connect Enterprise Dashboard, you see the Integration Server
deployed. To deploy the orders.bar file you saved and complied above
click Create server.



Servers

4. Click the box Add a BAR file.



Add server

Provide a BAR file to deploy to the server

®

Add a BAR file

or use existing BAR file:

5. In the File Upload window. Open
/home/ibmuser/IBM/ACET11/workspace/ace-apic/BARfiles andselect



the file orders.bar and click Open. Verify the path routes to the ace-
apic folder.

Cancel File Upload Q Open

© Recent 4 fxibmuser IBM ACET11 workspace ace-apic = BARfiles »
@ Home Nam Modified

W orders.bar 70kB 19:57
[ Documents

< Downloads
dd Music
@ Pictures

»a Videos

+ Other Locations

All Supported Types +

6. You see that orders.bar has uploaded to be deployed. Click Continue.
Add a BAR file X

Provide a BAR file to deploy to the server

B

orders.bar

or use existing BAR file:

Cancel Continue



7. You don’t need to download configuration package (Configuration
package contains the files that you can use for App Connect Enterprise
works with Databases, Event Streams, etc) click Next .

Create an integration server

If the integration server requires any configuration to be applied then you will need to use the following download to provide the
configuration prior to install. Refer to the README.md inside the download on how to create the required secrets:

Download configuration package

Cancel

8. In the Create an integration server page. You have two option to deploy a
BAR file. Deploy a BAR file from App Connect Toolkit or a BAR file
from App Connect Designer. In this lab you deploy BAR file from App
Connect Toolkit. Select Toolkit link and then click NEXT .

App Connect Dashbo ard

Create an integration server _

@ Integration O Configurati

Enter the parameters:

Integration Server name: orders

Which type of image to run: App Connect Enterprise with MQ Client
Enter as Image pull secret: ibm-entitlement-key

Check Enable Operations Dashboard

Enter OO tracing instance namespace: tracing

Click Show Everything to On .

oA WO



Operations Dashboard (OD) configuration

10. Scroll down and locate Configuration for deployments and click
the arrow to change the replica count to 1 and then click Create.
"),
11. During the deployment process, App Connect Enterprise opens

the servers page. You see the App Connect Enterprise Dashboard with
the Integration Server orders deployed and started .Click
the orders server icon.



12.

Note: The deployment process takes 2-3 minutes, refresh the browser
to see the BAR file .

Click the orders server. Click orders API.



IBM Cloud Pak ¢ IBM Cloud Pak for Inteq

App Connect  ace| ace-1

. orders
Re

lease name: orders

Contents Properties Policy projects

Credentials

orders

13.

This page displays the REST API Base URL. you use the base URL
(in the example below: http://orders-http-

ace.apps.demo.ibmdte.net:80/orders/vl).
Keep the browser opened in this page.

(3]

=) orders

Documentation

REST API Base URL

14.

Open a Terminal Window, right mouse on desktop workspace
and select Open Terminal.



New Folder

Select All
¥ Keep aligned

Organize Desktop by Name
Change Background

Open Terminal

15. From the terminal window, execute the following curl command :
curl -k --request GET — url http://orders-http-
ace.apps.demo.ibmdte.net/orders/v1/0000000

If the API call is successful, you see JSON reply with {"accountid":"ABC-
1234567890","orderid":"0000000"} .

ibmuser@admin:~

16. You check the message arrived in queue ORDERS in MQ (mg-1).
You can check using MQ Console. Open a browser and click Cloud Pak



Platform Navigator bookmark bar and click “Hambuger” menu, and then
select MQ application and click mg-1.

& openshift console & Cloud Pak Platform Nav

X IBM Cloud Pak for Integratior Platform home

Platform home ® ™Mo

Cloud Pak for Integration
bu going!

Cloud Pak Foundation
OpenShift Console

Logging

View instances

2 instances @

1 instance
Create instance

1instance App Connect

e your APls Unlock the power of your data to drive new opportunities

®

Create instance

MQ

Proven, enterprise-grade messaging that moves data to
prise where itis needed

17. You see in Queues on mq window. The queue ORDERS has a
message (look at Queue Depth)



Local Queue Managers X

Status

Task 6 — Configuring API Connect to test the integration
You've created an application integration flow and successfully called
it via a REST API call!l Now, to make it accessible to the rest of the
world, it's important to add security around it—at least in the form of a
client ID .This way, in addition to access control, you can get insights
into which teams or customers are the least and most active. Adding
security to an APT is simply done via an OpenAPI configuration
parameter. We can add rate limits to the API to increase the calls per
second, minute, or hour to scale up as much as you need.
1. Open the browser window opened where you have the orders API
window open. Click the URL under OpenAPI| document.

G opens!

2. A new browser tab opens, containing the swagger file. Right-click

anywhere in the body of the text and choose Save as. Click Save to save
the swagger.json file.

Note: You might need to confirm to replace.



‘ om;m »

Name
[ se-apclip
[ xeesap
) sce-mazp
O wpk-xezp
) config.tar.gz
CreateOrder-Xa8YYc.yaml
@ es-plugn
) hetm-line-amd64-4v2.12.3 192
0 Inux-amadbd
MOEsplorer ks
1) oc-4.3.8-8nuxtar.gr
« orders json
README.md
« swagger.fson
1 tracing-actwation-key-2020.1. 1. 2ip
0 travel

3. Cloud Pak Navigator has a bookmark that you access all services. Click
“Hamburger” menu and select API Connect capability.

O cpenshift console 5 Cloud Pak Platform Nav...

4. Click apic-1 instance.



G openshift console X Cloud Pak Platform Nav...

5. In the API Connect page, click IBM Common Services user registry.

1BM APL Conemct

API Manager

Sign in using the IBM Common Services
user registry User Registry

6. You might need to login to IBM Common Services. Juist click Log in



1BM Cloud Pak

Fast. Flexible.
Intelligent. Open. r
Enterprise-grade.

Log in to your account

I Welcome to the API Manager

(¢ 5

«
¥

8. Click Add, then choose API from the drop-down menu.



@ From existing OpenAPI service

From existing WSDL service (SOAP proxy)
(x:’L
From existing WSDL service (REST proxy) . s
New OpenAPI
Import

Existing OpenAPI

From asset repository

10. Click Browse, select the downloaded swagger.json file (The file is
located under the /home/ibmuser/Downloads/swagger.json directory)
and click Open.



11.

Cancel File Upload Q
© Recent 4 fXibmuser = Downloads »
@ Home Name Size Modified
ace-apicl.zi 44kB 8 Apr
[ Documents < P i P P
[ ace-es.zip 49kB 9 Apr
53 Music [ config.tar.gz 30.7kB 9 Apr
[ helm-linux-amd64-v2.12.3.tar.qz 114MB 31 Mar
@ Pictures ) linux-amd64 31 Mar
R Adens MQExplorer.jks 845 bytes Tue
[ oc-4.3.8-linux.tar.gz 27.5MB 26 Mar
) Floppy Disk README.md 954 bytes 16 Mar

B swagger.json
+ Other Locations [ tracing-activation-key-2020.1.1.zip

travel

842 bytes 11:13
674 bytes 31 Mar
Yesterday

All Files »

Make sure the JSON is successfully validated and then click Next.



“ Create API from Existing OpenAPI Service

12. Keep the settings and click Next.

Create from existing openAPI service

Version

Base path (optional)

13. Under "Secure using Client ID", "CORS” and Check “Activate
API”. Click Next.



14.

15.

Create API from Existing OpenAPI Service

Create from existing openAPI service

Create a REST praxy based on an OpenAP] bed target

Create from existing openAPI service

reate a REST proxy based on an OpenAP

In the API Setup page. You configure your API.



16. In the Design page, click Properties and the click target-url link,
to enter the target gateway.
- m 20 ©
= Properties n
..... - ,
17. Enter as Name: target-url and Default Value

(optional): http://orders-http-ace.apps.demo.ibmdte.net .




Description (optio

g=v

No items found

18. Go to Security. Check the Security Definitions click Save .
orders 100 m @0 Ot
; —— -
19.

To test the API, Click Assemble, then click the Test button .



20.

S0DO0 0E06B06 : O

In the Test window, click the operation and

choose get/(order). After the API is published, the Catalog, Product, Plan,
and Application are displayed under setup. The default plan has a rate
limit of 200 calls per hour.




£ openshift console % Cloud Pak Platform Nav...

IBM Cloud Pak for Integration API Connect

orders 100+

o= Test

Setup u invoke

Catalog: sandbox

«

Product: orders-auto-product
Plan: Default Plan

Application: sandbox-test-app

Republish product

Operation

Choose an operation to invoke:

get /{order}




21. The clientId fields auto-populate with the test application values.
Under parameters under order, enter a value 0000 .

£ openshift console & Cloud Pak Platform Nav...

IBM Cloud Pak for Integration API Connect  apic| apic-1

orders 100+

Test

i
On

«

) u invoke
Choose an operation to invoke:

Operation

get /{order}

Identification

Client ID

a366f86309c3d9d02ce3563c6cfbassf

parameters

order”

0000|

Generate

[] Repeat

Repeat the APl invocation a set number of times, or
until the stop button is clicked

Stop after

) Invoke

22. Click Invoke. Scroll down and see Body and check the
results. You see a status code: 200 created with a response body
containing the results details.



&3 openshift console & Cloud Pak Platform Nav...

IBM Cloud Pak for Integration API Connect  apic| apic-1

orders 1.00.

(7
on u invoke
Repeat
g |[JPRer
. Repeat the APl invocation a set number of times, or
0 until the stop button is clicked
¢ Stop after

Invoke

Response

Status code:
200 OK

Response time:
178ms

Headers:

cache-control: private

content-type: application/json; charset=utf-8
x-ratelimit-limit: name=rate-limit,100;
x-ratelimit-remaining: name=rate-limit,99;

Body:
{ 1

"accountid": "ABC-1234567890",
"orderid": "0000"

}

Task 7 - Share the API

Now that you've built, secured, published, and tested your API, the
last step is to add it to the Asset Repository. With the Asset Repository,
your organization can store, manage, and share all of your integration
assets in one central location. Sharing assets in this way increases



collaboration between teams, avoids unnecessary duplication and
boosts productivity.
1. To push our new API to Asset Repository we must return to the API
Manager. From the Cloud Pak for Integration home page, choose apic-1 .

2. In the API Manager screen, click Develop APIs and Products.

£ Dashboards - Red Hat IBM Cloud Pak & I1BM Cloud Pak for Integ

APIConnect  apic|apic-l

Welcome to the API Manager

= p -‘
: 2 : S
ol
Q e
o® 1 *Qe

https://mamt.ico-proxv.apps.demo.ibmdte.net/manaaer/demora/develop

3. Returning to the Develop Screen, select the menu next to your API and
from the drop-down, click Push to asset repository.



IBM Cloud Pak for Integratior API Connect

Develop
’ .
=0 APIs and Products m
S TITLE TYPE LAST MODIFIED
[+ ’ 7 orders-1.0.0 API (REST) Today at 10:43 PM
a g Product Today at 10:43 PM Publish

Stage
Save as a new version

I Download

Push to asset
repository

Delete

4. Once the upload completes, you see a success dialogue at top-right.



API Connect

Develop orders
Successtully pushed OpenAPI to asset

I3 repository

s APIs and Products m

= TITLE TYPE LAST MODIFIED

: 7 orders-1.0.0 API (REST) Today at 10:43 PM

O &%  orders auto product-1.0.0 Product Today at 10:43 PM

Items per page 10 v | 1-20f2items 10f 1 pages < 1 v >

®

5. To access the Asset Repository, click assetrepo-1 .

© openshift console N Cloud Pak Platform Naw...

PSS ibM-Cp4-prod- Itegration. apps. demalbmdie nevt



6. You see the orders asset you pushed from API Connect in the previous
tasks.

Asset repository

Asset repository Upload
Browse Assets Remotes .
rd
y -
Owner: adr
Modified: a few seconds ag
St
[J Name Oowner Tags Modified Ir
O de admin apic  openapi Open API specification a few seconds ago Lo
Items perpage: 10 v 1-10items »

7. Click the ellipsis and choose Open from the drop-down menu.to check
orders API.



Asset repository

Browse Assets

d
Ow
Mok
O Name Owmer Tags Modified +
O L& @
Trems p 10 »

8. You check the API overview.

O op

Qverview Asset metadata
Overview File name
orders
Download Open API & Type
Document )
o Modified
Type REST
Endpoint hitps:18{catalog hostVordersivi
Security Description
clientiD
X-IBM-Chent-d apKey located in header
Tags

9. Click Get/{order} link you see the API parameters.



getOrder Assot metadata

Example

Click Definitions and then click the Arrow (Order). You see an
example of results.

cpensk

(o]

(((((

You've successfully added a review. Now your teammates know that
this asset is reusable and reliable. Additional information about the
asset is available in the sidebar including when the file was created, a
description that explains the purpose and use, and any relevant tags



Task 8 - Using Operations Dashboard (tracing)
Cloud Pak for Integration - Operations Dashboard Add-on is based on
Jaeger open source project and the OpenTracing standard to monitor
and troubleshoot microservices-based distributed systems.
Operations Dashboard can distinguish call paths and latencies.
DevOps personnel, developers, and performance engineers now have
one tool to visualize throughput and latency across integration
components that run on Cloud Pak for Integration. Cloud Pak for
Integration - Operations Dashboard Add-on is designed to help
organizations that need to meet and ensure maximum service
availability and react quickly to any variations in their systems.

1. Go to the IBM Pak Cloud Integration main page select View

events and click tracing to open the Operations Dashboard instance.

G openshift console X Cloud Pak Platform Nav...

Note: You might see this page. Click the loading tracing to open tracing
page.



2. Inthe Tracing page, check the Overview page. You see all products that
you can use this tool: APIC ,APP Connect and MQ. (more tracing products
will add in the future releases).

€ C a o )
(3] @ es-2|
Overview
New tra New traces by capability
. . N
162 tast 24 hour 0 et
App C spans latency API C spans latency MQ operations.
1718 On 0 o 0
Top root spans Top spans with errors Traces with most spans Total spans by capability
Operation Traces count Operation Errors count Operation Spans count Capability Span count

3. You can monitor each product separately. Click App C overview.



Dashboards

App C overview 10% of new traces are recorded @ €

App C overview

Time: Last 24 hours

New traces

4 Last 24 hours O 24 ho

Spans count

12 Last 24 hours O 24 hours before

Top spans count by integration server

4. See API Connect overview.

O openshitt cons

Dashboards o
API C overview

API C overview

Tirme:
New trac o5 Spans count
75 0 75 0

Top spans count by appliance

Top spans count by appliance

. . ] e

Top spans count by APT name

PitpsIficp-praiey.apps. dema. ibmdte. NetiopT7 ntegraticn = 1.0,

5. Operations Dashboard generat.ed a list of tracing. Select a line to analyze
the trace of MQ App Connect Enterprise, and API Connect. select traces

Top spans count by API name

OHrACINGAPKOVerview: - procuctVie
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icon the menu on the left. Select the line that you want to see
the trace.)] Enter the name of App Connect server name: ORDERS and
click the line (gen.orders) .

TraCeS 10% of new traces are recorded o@ C

ORDERS

Time: Last 24 hours Clearall Save

e

Items per page: 50 + 1-1of 1litems 1 v oflpages

Trace ID Starttime Duration Root operation Spans Capabilities Services

144183c90fa 04/2713:10:14.046 374.12 gen.orders 6 1 AppC, *MQ 1 orders (5), 1 mq (1)
e3013

6. You see the tracing chart .

? Trace 144f83C90fae3 0f3 10% of new traces are recorded - = g ¢
Trace info Trace overview
Duration: 74.12 h.——‘
Capabilities: 1A 1 MQ N
Services: ' 1mq (1l ar a 4 ar
Level Rootoperation Product Duration Span
~1 gen.orders AppC 4.34ms |
~2  msgFlowTransaction App C 374.12ms. |
A3 Huplnput-HttpReply App C 368.13ms. |
A4 MqOutput App C 148.10ms —
5 ORDERS MQ 0.61ms |
4 HttpReply App C 2.91ms. |
summary
You have successfully completed this lab. In this lab you learned how

to:
. Deploy a back-end integration to containers that are readily available as a
scalable web service.



« Secure access to the back-end integration by creating a secure, governed
APT using the OpenAPI definition of the integration.

. Use Operations Dashboard to tracing MQ, APIC and APPC
Now that you’ve made your back-end integrations ready for external
distribution, your developer community is able to access the APIs via a
developer portal. The developer portal is included in the platform and
provides a full-featured experience to onboard and nurture your API
consumers. To try out more labs, go to Cloud Pak for Integration
Demos. For more information about Cloud Pak for Integration, go
to https://www.ibm.com/cloud/cloud-pak-for-integration.




